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• Commonly used for the transfer of data between two or more parties.

• Memorializes the handling, protections and liabilities for each party in 
regards to their obligations toward the data and each other.

• Different agreement terms for different data types
• De-Identified Data

• Personally Identifiable Information

• Protected Health Information

• Limited Data Set

• Other

What does a DUA address?
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Different standards of De-Identification 
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• Different standards and levels of de-identification exist, common 
examples include: 
• 46 CFR 45 (Common Rule)

• HIPAA

• Anonymized

• As applicable, OIS and IRB can assist with implementing the correct 
de-identification standard.



Different types of data sets
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• What type of data is being exchanged?

• Is there a description of the data available?

• Is the exchange bilateral or unilateral?

• Where did the data come from, received from a 3rd party or 
generated in house?

• If applicable, is an IRB protocol in place?

• Reliance agreements necessary?

• If applicable, is the Informed Consent Form available? 

Information commonly required for a DUA
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• Will NU have access to any key or code?

• How will the data be used?

• Are another party’s data required to be included in any deliverables 
to a 3rd party? 

• Data providers have a wide spectrum of additional requirements for 
specific situations.

• Will it be necessary to link the data with any other data set(s)? 

Information commonly required for a DUA 
(cont.)
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• NU-RES resolves DUAs either as stand alone agreements or 
incorporates the terms into a main agreement (e.g., a DUA may be 
resolved through a subaward, or may be executed independently).

• NU-RES reviews the agreement and information submitted via 
eCLAWs and will connect with the Principal Investigator/Researcher 
for any additional information required. 

• As applicable, NU-RES, IRB and OIS connect

DUA review process
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• Irregular sources of identifying information (e.g., photos, videos, 
interviews)

• Obligations as a Principal Investigator on an award, do you need 
programmatic access to identifiable information? 

• When is something being de-identified? Before receipt by a party, or 
is identifiable information being provided and the receiving party de-
identifying it?

• Is the data being stored internally or managed by a 3rd party?

Additional consideration
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• Privacy laws are ever evolving, as are policies and practices of NU and 
various funding institutions. The last decade has seen the revise of 
(and many revisions to ) the GDPR, California implemented the CCPA, 
and the New York has the Shield Act, to name a few. 

• NU policies, and the policies of those we exchange data with, will 
continue to evolve along with the research sphere.

Expect change

10



• The IRB is not responsible for ensuring you have a data sharing agreement. 
However, they may alert you of the need for a data sharing agreement during 
IRB review. Additionally, in order to make the appropriate regulatory 
determinations, the IRB may ask to see a draft or executed data sharing 
agreement before issuing effective approval of your IRB application.

• If your study requires IRB approval, you should not share any data under an 
executed data sharing agreement until you have obtained IRB approval to do so.

• It is the responsibility of the study team to ensure a modification to the 
approved protocol is submitted if the nature of the data or the data sharing 
changes after an IRB determination has been made.

What is the role of the IRB?
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• The amount of time needed to fully execute a contractual agreement depends on many 

factors, including the type and number of institutions that will be involved, the type of 

data being shared, and whether consultation with other offices or entities is needed. 

• The most important action you can take to promote an efficient process is to plan 

ahead. Develop a sharing plan at the time of protocol development, and ensure the 

consent form and/or authorization address any potential future sharing.

• To classify your data, first consider which laws or regulations apply to your data. An 

agreement may be required by law if the data you are receiving are covered by HIPAA, 

FERPA, or GDPR.

Best practices for an efficient process
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• NU collaborates with institution B on a human subject research, institution B helps NU to analyze 
de-identified data. NU will obtain IRB approval. Institution B will not obtain IRB approval because 
institution B is not engaged in the research. A DUA is NOT required for institution B to receive de-
identified data from NU.

• NU collaborates with institution B on a project, both institutions will exchange data (including 
identifiable data) with each another. Both institutions will obtain IRB approval. A DUA is NOT 
required for institution B to receive data from NU because institution B is collaborating with NU 
for the same research project.

• NU plans to release data to institution B for secondary use. NU is not involved in the outside 
institution’s research other than to share data. A DUA is required for institution B to receive data 
from NU because the sharing is for secondary use.

Sample Scenarios
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• MIT

• Northwestern University

• University of Wisconsin – Madison

• Northeastern University – Research Enterprise Services

• Northeastern University – Human Research Protection Program/IRB

Resources
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https://couhes.mit.edu/guidelines/data-sharing
https://sponsoredresearch.northwestern.edu/agreements/dua.html
https://research.wisc.edu/compliance-policy/human-research-protection-program/guidance-on-receiving-human-subjects-research-data-from-an-external-entity/#store
https://research.northeastern.edu/
https://research.northeastern.edu/hsrp/institutional-review-board/

